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Briefly about UNI•C

• UNI•C is a government corporation

• UNI•C has approx. 310 employees and has offices
in Copenhagen, Lyngby, Aarhus and Odense

• In 2005 UNI•C’s turnover was approx. € 42 million



UNI•C Areas of Business:
A full NREN + Services
• The Danish Research Network (like GARR or RedIRIS)
• The Danish Internet Exchange (DIX)
• The Danish CERT (Computer Emergency Response Team)
• Network to schools in Denmark (96%)
• Network for others…
• Content services for schools
• Administrative systems for schools
• Statistical analysis
• Consultancy work





Special facilities for special user groups
• Network for everyone
But on top of that, many of us are involved in serving the

needs of special user groups:
• Supercomputing facilities
• GRID clusters
• Facilities for radio astronomy
• Video and telephony
• Content portals, databases etc.

But what about facilities for health research and health care?



NRENs provide a lot of services…

YesLambda networking

YesMedia Libraries

YesGRID and Scientific Computing

YesCERT and security

YesRoaming services

Yes (but no use)IPv6

YesCollaboration tools

YesVideo conferencing

YesYesBasic Internet connectivity

HospitalsUniversities and 
research institutions



For the health care sector, plain old
internet is just not enough

The standard services of an NREN (or
any telco) are not usable because of
security constraints:

• Privacy and integrity of the data transmitted
• Connecting with everyone else means that

firewalls have to have a lot of openings into the
internal networks



If we want to serve the health care sector, we need to do something special because

The health sector is not like other sectors 
of modern society:
• in most sectors (finance, transport), organizations exchange data 

via a few well-known applications
• in the educational and research sectors, there are not as strict

barriers between parties
• in public administration everyone keep to themselves, exchange 

messages and use a few common applications
• but in the health sector there is a rising need for exchanging both 

data and connections between a large number of applications 
(many of which are not pre-defined),

• and at the same time, privacy and security has to be respected.



Communication across organizations 
in healthcare

• Everybody wants to exchange data (at least 
ideally!)

• Every small part of the health system has its 
own firewall, security  administration, access 
control mechanisms etc

• Every connection to or from such an entity 
requires approval, configuration, 
documentation and subsequently auditing



HealthGrids – in practice
• Not just one grid node inside your network, communicating with 

”the grid” – not even close!
• Some grid applications are accessed with clients to a remote 

facility (typically on TCP port 21XX)
• Some grids are operated by logging in with ssh (TCP port 22) to 

a remote node
• Some use a resource broker that is contacted first (TCP port 

8443)
• Other use Web/SOAP/XML interfaces

In any event: The state of the art today is that most 
projects and applications are using separate 
infrastructures



The challenge
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Setup of a new connection
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Expiry of a connection
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Manual administration

• No problem for a single example such as this
• But, if a national network contains 50 firewalls and 

just 10 common services are to be used across every
unit, the total number of rules is 12.250

• Most firewall administrators can’t say who is 
responsible for every rule

Therefore: We need a system to keep track of all these
connections



The Connection agreement system

• All groups of users and all services are put into the
system by the users

• User A finds Service B in a large directory
• User A enters a request for a connection to system B
• Both User A and the administrator of Service B 

accepts the connection in the system
• The system generates rules which the fírewall

administrators put into their firewalls



Using the connection agreement system
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The connection agreement system

• Everybody can find the services they need – and each 
other

• Eliminates the need for administering a huge number of 
VPN tunnels

• Establishes documentation of who ordered what 
connection and how long it is supposed to exist

• Simplifies security administration
• A simple and inexpensive solution to a problem that is 

common to all nation-wide health care systems









The process in Denmark towards a 
unified network

• Clever guys in MedCom wanted ”some kind of interconnect”
• They came to us in 2001, and we proposed a series of interviews 

with the regional networks
• An infrastructure working group was formed
• The democratic process lead to the design
• A prototype network was formed, and tests carried out
• By january 2003, first ”real” traffic in the network
• Tender process for most of 2004
• Regular operation by May 2005
• Today: All hospitals, all pharmacies, all local authorities, 1/3 of

GPs, ½ of specialized doctors and vendors, laboratories etc… 



The Danish
Research Network:
Forskningsnettet

Example: Before the Danish Health
Data Network, exchange of big
scanner images between the
university hospitals in Aarhus and 
Odense had be done using a separate, 
leased line











The Danish
Research Network:
Forskningsnettet

Is in business 
again!



 
 

 

Sundheds-telematik-  

Center for

MedCom

• Web accesss

• Teleconsultation

• Videoconference

• National Health Portal

• Collaboration Platform

Internet project: Services



Traffic volumes in the Danish Health Data network
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Direct benefits for the health sector

• The price of passing EDI and XML messages by 
VANS operators dropped from € 0,30 to € 0,03 within
the first year

• The national health portal is based on this network
• A lot of the barriers inhibiting collaboration are gone
• Cheaper, safer, more secure and better documented

network usage
• A more efficient market for service providers
• The network compensates for shortage of specialists



Works on top of different network 
architectures

• Where all traffic passes a central hub (Denmark)
• Where there is a separate network for the whole 

health sector (Sweden)
• Where the network is a cluster of clusters 

(Norway)
• It may also be applied when connecting remote 

hospitals (Lithuania, Estonia, Slesvig)







The Health Care Network provides:

Not yetLambda networking

YesMedia Libraries

YesGRID and Scientific Computing

YesCERT and security

YesRoaming services

If neededIPv6

YesCollaboration tools

YesVideo conferencing

NoBasic Internet connectivity

Hospitals



Have we now solved all problems?

YES – National Health Care networks can now be created from 
regional ones in an easy and inexpensive way

YES – We can now manage the increased complexity of the 
explosion of many types of connections between organizations

YES – Trans-national networks can be established with preserved 
security

YES – Local security administrators can let their users do the 
administration and documentation of their security components

NO – Network interoperability does not guarantee working 
interoperability of services

NO – The present system does not offer any means for identity 
management of users (yet…)



Health Care Network Status November 2006

• In Denmark, regular operation since May 2005. 
• Swedish Healthcare network connected
• Norway is starting pilot project
• Partners in Baltic eHealth (an E-Ten project) are

connected now, using the Danish system – and then
moved to the coming natíonal systems when they are in 
place

• Many countries have expressed interest
• An EU-project for the proliferation of Health Data Networks 

is being prepared



What will it take to do this in other countries?

• The national or regional health authority must sign an 
agreement with MedCom, in order to get the connection
agreement system for free

• It is written using open source tools and documented in 
english

• Equipment for € 20.000 (some servers and routers)
• Adaptation to the local health care network architecture

(in the order of € 100.000 )
• A national team supporting and proliferating the network



What will it take to do this as part of a 
health-grid project?
• Include MedCom and UNI•C in the project and you will get

the connection agreement system for free for the duration
of the project

• It is written using open source tools and documented in 
english

• Equipment for € 20.000 (some servers and routers)
• Adaptation to project infrastructure (in the order of € 

100.000 or less)
• Supporting and proliferating the network will be handled by 

the project



An opportunity for NRENs in Europe

• NRENs have the skills and the attitude
• Still a bit too complicated for a telco and too big for many

system integrators
• This can be generalized to all handle all sorts of private 

connections through your network and other networks
- ”ultra-lightweight lambdas”

• The main growth in network traffic will not happen on the
open internet

• It we wait too long, someone else will do it!
• And they will not be using our network and our services



The Health Sector is fine, 
but could we generalize this?

• General internet traffic growth have decreased in the the last 2-3 years
• Almost all handling of data is potential network traffic
• For instance: Storing scanner images onto a centralized storage

facility, using the network, is faster cheaper and more realiable.
• The Danish Health Data Network doubles every six months (for the

last year)
• Data volumes (ie. potential network traffic) is growing rapidly (doubling

every year or faster)
• Actual network traffic is not

Why?



…Because of lack of infrastructure
• Storage and computing facilities
• Network capacity

• Security infrastructure that allows private 
network traffic to stay private

• Security infrastructure that allows the
communicating organizations to preserve
integrity

If we provide the necessary infrastructure, we get
the potential network traffic back on the network!



The connection agreement system can also be
used by the user community in general as a 
precursor for lambdas

Defining a point-to-point closed connection
• Is not a lambda
• Only runs IP
• May not even have fixed QoS
But
• Helps users test and demonstrate a need for real lambdas
• It exists today, is simple to deploy and generates connections

within the hour

As a future development, the connection agreement system can
even be used as a user interface for users to define lambda
connections themselves.



Strategy homework for next time:

• Will you provide a facility for user-managed closed
circuits in your network?

• Or will you rather let someone else do it?
• Do you need the growth in traffic volume and extra

funding that such a facility will cause?

If you need inspiration for this, call on us at UNI•C, and 
join the coming EU-project.



Despite my limited knowledge about your network, I dare speculate…

Why could the connection agreement
system be relevant in an NHS context?
• Even if your network is closed and covers all relevant 

parties, a network of your size must have some firewalls
internally

• Management of internal firewalls within the network
• There are always some parties that are external, and yet

they still need to be connected: Private hospitals, GPs, 
service providers, independent labs, home care, …

• Managing connections abroad
• Generating network and security documentation
• … ?



The proposed EU-project: HDN.eu

• 10 countries or major regions in Europe
• Deploying the connection agreement system
• With co-funding from the EU under FP7
• Total budget 1.5M€
• Consortium final by new year
• Already expressed interest: Sweden, Norway, 

Iceland, Wales, Holland, Serbia (and Denmark).



Health Data Networks across Europe

Do you want want to join?

martin.bech@uni-c.dk
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