
Network requirements for overseas Virtual Desktop Deployment 

 

Background 

This document shows extracts of a Network design that would allow a Virtual Desktop environment to be 

deployed overseas. The design is an example of a solution that could be deployed within an overseas 

campus environment.  

 

The scope was to allow offshore 3
rd

 pary employees access to systems within two UK Data Centres (London 

and Swindon) via a terminal services environment. The solution also had to provide connectivity to the same 

infrastructure for company employees both from within the workplace and over the internet. 

 

The product chosen was Sun Global Desktop (SGD) with Wyse terminals deployed at 3
rd

 party offices in India 

using two factor authentication. The network within the 3
rd

 party was initially seperated by vlan trunks and a 

firewall but later was physically seperated and became an extension of the UK Corporate network. 

 

The 3
rd

 party clients had access to relevant applications dependant on job roles, the permissions set within  

SGD by the administrator determined the level of access and therefore number of applications visible on the 

desktop. 

 

The traffic between the Terminal and the UK SGD servers utilised the Secure Socket Layer (SSL) protocol with  

AES 256bit encryption. No hard discs were installled in the Wyse terminals and USB ports were disabled. 

User id and RSA Tokens were used for the 2 factor authentication. 

 

The WAN links were originally leased lines which were replaced by an MPLS IPVPNQoS network which 

allowed  IP Telephony and IPVideo to be incorporated into the solution at a later point.  

 

The MPLS Network gave a round trip delay (RTD) of 180-200 msec which was found to be acceptable for 

Terminal services and Voip and IP Video. Issues were seen when the optimum route could not be taken and 

the MPLS traffic had to follow an alternate path back to the UK.  RTD of >250msec saw keystroke echo being 

experienced on the terminal screens within the 3
rd

 party India locations and >300msec saw Voip calls affected 

by latency and jitter. 

 

The above issues may have been resolved as this solution was implemented in 2007-2008 but worth noting if 

setting up SLA’s with Telcos for Overseas connectivity. Most Telcos offer SLAs based on availability of the 

network but worth investigating what RTD the availability is set against. 

 



 



 



 



 



 



 





 


