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+ Better inter-communication between N3
and JANET

* What has the N3-JANET gateway
achieved?

-Connections can be made from N3 to JANET with
little’ (?) restrictions

»Connections from JANET to N3 are very difficult

17 October 2012 NHS-HE Scotland 2012



- On N3 -> JANET

*We would like much better connectivity for our
students in hospitals on placement

- Some work is going on on getting Eduroam to work
inside the NHS - GREAT - but we need it over the
entire network!
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- On JANET -> N3

I do not personally know enough to enumerate a
reasonable set of use cases

I do think we need to produce these concrete
examples to make further progress

I am NOT talking about the discrete examples of
interworking that we hear a lot about here - we
know (more or less) how to do them!
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» Clinicians (in our case probably Honoury
University staff) wanting back to their
systems

* University staff in collaborations
wanting access to non-sensitive
data/information

» Students back in 'university land’
needing stuff in 'NHS land'

* Your examples here pleasel
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» To get access from JANET one typically had
to isolate the department concerned from the
rest of the University then show you were
secure in some form

- I understand that the ‘old rules’ are moving

over to the Information Governance Toolkit
(IGT)

» So, the obvious question is could an entire
university be made conformant to IGT ?
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* So looking at it from my perspective
(running central services)

* These are my first thoughts!
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First of all — find an Organisation Type!

Please choose the organisation
type you want to view
requirements for:

Acute Trust
Ambulance Trust

Any Qualified Provider - Clinical
Services

Any Qualified Provider - Non Clinical

General Practice

Hosted Secondary Use

Team/Project

Local Authority

Mental Health Trust

NHS Business Partner/ITC/ALB

NHS Business Services Authority

Services

Clinical Commissioning Group

Commercial Third Party

Commissioning Organisation

Community Health Provider

Community Pharmacy/DAC

Dental Practice

Eve Care Service

17 October 2012

NHS Direct

PCT Cluster

Prison Health

Secondary Use Organisation

Social Care Delivery

Strategic Health Authority/Cluster

Voluntary Sector Organisation
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https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=2f663084-cc60-4021-8535-35850174e57f&sViewOrgType=2&sDesc=Acute Trust
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=6398f24c-92ad-48f2-9f43-d000f6af7fcc&sViewOrgType=3&sDesc=Ambulance Trust
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=666bdf81-3ac2-41dc-8e3a-99693c050a79&sViewOrgType=26&sDesc=Any Qualified Provider - Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=666bdf81-3ac2-41dc-8e3a-99693c050a79&sViewOrgType=26&sDesc=Any Qualified Provider - Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=666bdf81-3ac2-41dc-8e3a-99693c050a79&sViewOrgType=26&sDesc=Any Qualified Provider - Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=666bdf81-3ac2-41dc-8e3a-99693c050a79&sViewOrgType=26&sDesc=Any Qualified Provider - Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=666bdf81-3ac2-41dc-8e3a-99693c050a79&sViewOrgType=26&sDesc=Any Qualified Provider - Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9fe3568a-60ba-489b-8caf-9faa6d28c5a6&sViewOrgType=27&sDesc=Any Qualified Provider - Non Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9fe3568a-60ba-489b-8caf-9faa6d28c5a6&sViewOrgType=27&sDesc=Any Qualified Provider - Non Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9fe3568a-60ba-489b-8caf-9faa6d28c5a6&sViewOrgType=27&sDesc=Any Qualified Provider - Non Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9fe3568a-60ba-489b-8caf-9faa6d28c5a6&sViewOrgType=27&sDesc=Any Qualified Provider - Non Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9fe3568a-60ba-489b-8caf-9faa6d28c5a6&sViewOrgType=27&sDesc=Any Qualified Provider - Non Clinical Services
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=c7b22f2a-90ba-4d14-88d5-c23ff56abc2e&sViewOrgType=24&sDesc=Clinical Commissioning Group
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=c38e0cd8-d1de-4d82-8be5-c9b716d33ad9&sViewOrgType=12&sDesc=Commercial Third Party
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=1db55c16-7df3-4346-a6be-b1e96635ce79&sViewOrgType=6&sDesc=Commissioning Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=1db55c16-7df3-4346-a6be-b1e96635ce79&sViewOrgType=6&sDesc=Commissioning Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=4749862f-5a5b-49d8-92fc-f8d2b023d925&sViewOrgType=25&sDesc=Community Health Provider
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=20808173-17e2-4c55-a82a-241fa022dd82&sViewOrgType=17&sDesc=Community Pharmacy/DAC
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=3e5cae7d-4936-4672-ab7a-095307545e2f&sViewOrgType=18&sDesc=Dental Practice
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=399fcdac-9c4e-423d-9000-a93b0cc3f80e&sViewOrgType=20&sDesc=Eye Care Service
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=abaf55c9-845d-4d7f-adeb-9c8357257274&sViewOrgType=4&sDesc=General Practice
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=f2d8057a-cc74-4de7-b45d-3c0b22b1df95&sViewOrgType=22&sDesc=Hosted Secondary Use Team/Project
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=f2d8057a-cc74-4de7-b45d-3c0b22b1df95&sViewOrgType=22&sDesc=Hosted Secondary Use Team/Project
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=03baa9b3-f619-4dfa-ad61-522b9f809407&sViewOrgType=28&sDesc=Local Authority
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=b7d773fe-b49f-4d82-9d14-b8d5fa554386&sViewOrgType=5&sDesc=Mental Health Trust
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=07ea8ff9-e45c-4441-af54-73b4e6cd1e4d&sViewOrgType=15&sDesc=NHS Business Partner/ITC/ALB
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=85891530-3c31-4b31-9d4b-166379c7312c&sViewOrgType=13&sDesc=NHS Business Services Authority
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=9a50deca-9fd5-434a-96c5-01ed8c57a45d&sViewOrgType=7&sDesc=NHS Direct
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=3737e2a6-c991-4f80-ae85-a3ce6ce7d9e8&sViewOrgType=23&sDesc=PCT Cluster
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=31b67197-4b63-48b4-8eab-0bed1c5886e0&sViewOrgType=14&sDesc=Prison Health
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=4e4c5e5b-ae82-4fca-8883-d0d54e692215&sViewOrgType=19&sDesc=Secondary Use Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=4e4c5e5b-ae82-4fca-8883-d0d54e692215&sViewOrgType=19&sDesc=Secondary Use Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=bd84f4e0-6b3d-462b-8fab-a61bb4ce11fd&sViewOrgType=10&sDesc=Social Care Delivery
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=e5cd5842-f4da-44ea-97ba-b0edfd36b91e&sViewOrgType=8&sDesc=Strategic Health Authority/Cluster
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=61c85030-14ef-4b17-beaf-ca84f71e95c9&sViewOrgType=21&sDesc=Voluntary Sector Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=61c85030-14ef-4b17-beaf-ca84f71e95c9&sViewOrgType=21&sDesc=Voluntary Sector Organisation

Organisation Type

* The best one appears to be:

- Secondary Use Organisation

» But this is still not very usefull

* There are 30 major headings to be
complied withl
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https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=4e4c5e5b-ae82-4fca-8883-d0d54e692215&sViewOrgType=19&sDesc=Secondary Use Organisation
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=408806294848872&lnv=2&cb=4e4c5e5b-ae82-4fca-8883-d0d54e692215&sViewOrgType=19&sDesc=Secondary Use Organisation

Information Governance Management
*5 major requirements
Confidentiality and Data Protection Assurance
- 8 major requirements
Information Security Assurance
- 13 major requirements
Clinical Information Assurance
* 1 major requirement
Corporate Information Assurance

-3 major requirements
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» Information Governance Management
Framework

* This requirement indicates the scale of matching the IGT to a
University

- It sort of assumes that the business is primarily concerned
with the connection to the NHS

* Whereas in a University the connection to the NHS is only a
(minor) part of the entire business

* Therefore, the requirements are ‘out of scale’ to the necessary
task.
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* Policies and things

*The size and complexity of the organisation will
determine the type and nature of documentation
required to evidence that the organisation is
committed to the systematic implementation of the
steps necessary to achieve Information Governance
(I6) compliance across the whole organisation.

‘mandating all staff to complete basic IG training
annually appropriate to their role through the online
NHS IG Training Tool;
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* This one ‘'looks’ like it could be met by a
University, but is unlikely tol

* Mobile Working Policy. The organisation should have a
documented policy (and supporting procedures) that
covers all aspects of mobile working. If teleworking or
homeworking is allowed by the organisation then the
security, management arrangements and user
requirements for this must also be covered in the
organisation's policy.
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- Control 2

» Simply not practical or would be
considered desirable in our context!

+ Identify vulnerable or malicious software to mitigate or
root out attacks. Devise a list of authorised software
for each type of system, and deploy tools to track
software installed (including type, version, and patches)
and monitor for unauthorised or unnecessary software
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- The IGT is still for small, controllable
areas.

» If we want to make progress we need
use cases that probably generate a new
type of organisation with its special
rules
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