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Introduction to IG and its relation to CRN

• IGSoC - a range of security related requirements which must be 

satisfied in order to provide assurances of safeguarding the N3 

network and information assets

• IG Toolkit - compliance against the law and central guidance that 

information is handled correctly and protected from unauthorised 

access, loss, damage and destruction.

• Two can be run in parallel but IGSoC requires the IG Assurance 

statement from the IG Toolkit for approval

• Research Governance

– IRAS

– CSP



Context

• DH RD request for CRN to comply with IG Toolkit

• Dummy run through provided a baseline of CRN

• Gap analysis undertaken to identify necessary steps to achieve 

Level 2 of the IG Toolkit

• CRNCC in agreement with the University of Leeds to take part in a 

trial to achieve IGSoC as it was already on a path to comply with the 

IG Toolkit.



Challenges on the road to IG Toolkit

• Most Universities will fall into the category ‘Hosted Secondary Use 
Team/Project’ (HSUT/P)

• Virtual Organisations such as CRN don’t fit into the Connecting for 
Health prescribed criteria of HSUT/P or Secondary Use Organisation

• CRN is hosted by Universities and Trusts and has in excess of 300 
hosting arrangements 

• Secondary Use Organisation - Mandates the use of in excess of 10 new 
policies  - University Legal Service and ISS acceptance is required 
through a lengthy time consuming process

• Information Governance requires its own governance structure with 
new stated roles and responsibilities

• NHS IG Training Tool – Recommended for use by the IG Toolkit –
different culture is not catered for although the training lessons can be 
adapted, the tests are NHS specific 

• Risk - Manage large volumes of data shared with external stakeholders 
including Industry Partners



IG Toolkit Organisation Types for CRN as 

a Virtual Organisation with current status

CRNCC - SOU

CCRN  CC –
HSUT/P

23 LRN – Acute 
Trust

2 LRN –
Commissioning 

Org

PCRN  CC –
HSUT/P

2 LRN–Acute 
Trust

6 LRN –
Commissioning 

Org

NCRN CC –
HSUT/P

25 LRN – Acute 
Trust

7 LRN –
Commissioning 

Org

MCRN CC –
HSUT/P

6 LRN – Acute 
Trust

DRN CC –
HSUT/P

8 LRN – Acute 
Trust

SRN CC –
HSUT/P

8 LRN – Acute 
Trust

DeNDRoN CC–
HSUT/P

1 LRN – Acute 
Trust

6 LRN – Mental 
Health Trust

MHRN CC –
HSUT/P

8 LRN – Mental 
Health Trust

Hosted by NHS Entity

Hosted by Universities

CRN Governance Hosted by IG Toolkit Org Type

Clinical Research Network CC University of Leeds Secondary Use Org (SOU)

DeNDRoN Coordinating Centre Kings College London Hosted Secondary Use 
Team/Project (HSUT/P)

DeNDRoN Thames Valley Oxford University Hospitals Trust Acute Trust

DeNDRoN East Anglia Norfolk and Suffolk NHS 
Foundation Trust

Mental Health Trust



IG Toolkit Modules

Secondary Use Organisation:
30 complex modules

Hosted Secondary Use Team/Project:
14 modules



Success on the road to IG Toolkit

• Expertise of the Information Security Forum to ensure compliance 
with ISO standards has assisted in identifying risks

• Raised the awareness of IG within the broader requirements of the 
University of Leeds including Section 251 of the NHS Act 2006 and 
Health Service (Control of Patient Information) Regulations 2002

• Developed our organisational information flows that has allowed us 
to develop: 

– Two corporate risks

– Risk management of information and infrastructure

– What our Records are and who our IAO are

– Training needs analysis

– CRN Executive buy-in

• IG Working Group and IG Steering Group

• Support and direction from CfH and HSC IC



CRNCC Information Flows

Internal to External flows 
has resolved the following:

• Information Asset Owners
• Identification of PII/PID 
• Records
• Risk management
• Information storage
• Communication routes ie
email, portal.



Future

• Achieve Level 2 IG Toolkit by April 13 

• Gain IGSOC by April 13

• Access to N3 to introduce collaborative working across CRN 

whether hosted by University or Trusts

• Access to NHSMail and directory as an additional goal to N3

• CRN Open Data Platform (ODP) – shared data security

• Collaboration with NHS based ODPs

• CRN Service Improvement Plan  - N3 benefit realisation


