
How	  to	  use	  it	  

The	  Jisc	  Assent	  Service	  Portal	  



The	  Portal	  

	  
» The	  portal	  controls	  your	  organisation’s	  settings	  in	  the	  
Trust	  Router	  network	  
» It	  is	  fairly	  easy	  to	  use	  
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Default	  view	  
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This	  is	  what	  you	  see	  by	  default	  
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Organisation	  view	  
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This	  is	  what	  you	  see	  by	  default	  
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Organisation	  view	  
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Your	  organisation	  
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Organisation	  view	  

» Service	  Realms	  
› Your	  services/service	  groups	  at	  your	  organisation	  
» ID	  Provider	  Realms	  
›  Identity	  realms	  provided	  by	  your	  organisation	  
» Credential,	  Admins,	  Moderated	  Edits	  
› Download	  your	  Trust	  Router	  credential	  here	  
› Add	  and	  delete	  management	  contacts	  here	  
› See	  an	  audit	  log	  of	  changes	  (pending/rejected)	  
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Service	  Realms	  view	  

7	  
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Service	  Realms	  view	  

» Name:	  Description	  of	  your	  group	  of	  services	  
» Realm:	  This	  is	  identical	  to	  ‘rp_realm’	  in	  ‘mods-‐available/
realm’	  module	  in	  FreeRADIUS	  configuration	  
» Domain	  Constraints:	  The	  ‘gss_acceptor_host_name’	  
setting	  in	  ‘sites-‐available/abfab-‐tls’	  clients	  section	  has	  
to	  match	  these	  constraints.	  Can	  use	  a	  wildcard	  (easier).	  
» 	  You	  can	  enable/disable	  realms	  
» Each	  service	  realm	  needs	  its	  own	  RP	  Proxy	  
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ID	  Provider	  Realms	  view	  
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ID	  Provider	  Realms	  view	  

» Name:	  Description	  of	  your	  ID	  realm	  
› Can	  just	  be	  your	  realm	  name	  too	  
» Realm:	  This	  is	  what’s	  to	  the	  right	  of	  the	  @-‐sign	  
» AAA	  Server:	  The	  server	  that	  will	  handle	  this	  realm	  
› This	  is	  your	  actual	  Moonshot	  IdP	  server!	  
» You	  can	  enable/disable	  the	  realms	  too	  
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Credential	  view	  
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Credential	  view	  

» Click	  the	  button	  to	  download	  the	  credential!	  
» Only	  one	  credential	  needed	  per	  organisation	  
» The	  XML	  file	  is	  imported	  with	  moonshot-‐webp	  to	  the	  
radiusd/freerad	  and	  trustrouter	  users	  
» You	  will	  get	  a	  new	  credential	  every	  time	  you	  click	  
› This	  is	  for	  security	  –	  Makes	  credential	  compromises	  
difficult	  

» Management	  contacts	  should	  share	  the	  file	  amongst	  
themselves	  (remember	  security!)	  
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Admins	  view	  
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Admins	  view	  

» Jisc	  will	  add	  your	  management	  contacts	  in	  the	  
application	  form	  for	  you	  
» You	  can	  invite	  others:	  
› Add	  email	  address	  of	  contact,	  hit	  Enter	  
» Invited	  users	  listed	  on	  the	  right	  
› Expired	  invites	  are	  listed	  as	  scratched	  out	  
» Click	  on	  the	  (x)	  to	  delete	  a	  contact	  
» Management	  contact	  logins	  associated	  with	  invite	  
after	  first	  logon	  with	  UKAMF.	  
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Moderated	  Edits	  view	  
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Moderated	  Edits	  view	  

» Lists	  pending	  edits,	  rejected	  edits	  with	  reasons	  why	  
» It’s	  an	  audit	  log	  for	  you	  
» Actions	  that	  need	  approval	  from	  Jisc:	  
› Adding	  ID	  or	  service	  realms	  	  
› Adding	  domain	  constraints	  
» Why??	  
› This	  is	  a	  trust	  network,	  we	  can’t	  have	  someone	  
claiming	  to	  be	  Google.com	  unless	  it’s	  actually	  Google!	  
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Communities	  view	  

17	  

	  	  

The	  Jisc	  Assent	  Portal	  03/03/2015	  



Communities	  view	  

» Give	  community	  a	  name	  
(camford.communities.moonshot…)	  
» Choose	  an	  APC	  you’re	  part	  of	  
» Choose	  IdPs	  and	  Services	  (here	  human-‐readable	  names	  
are	  useful)	  
» Communities	  don’t	  need	  Jisc	  approval	  
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Communities	  view	  

» RP	  Proxies	  are	  always	  part	  of	  the	  default	  APC	  
community	  
» Default	  APC	  community	  is	  in	  ‘mods-‐available/realm’	  
‘default_community’	  setting	  in	  FreeRADIUS	  
» Jisc	  will	  tell	  you	  what	  your	  default	  APC	  community	  is	  
» Your	  services	  themselves	  can	  be	  part	  of	  different	  
communities,	  set	  in	  ‘sites-‐available/abfab-‐tls’	  client	  
section,	  ‘trust_router_coi’	  setting	  (set	  to	  same	  as	  
‘default_community’	  until	  different	  one	  needed).	  
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