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1 Preamble

Mimas hitp://mimas.ac.uk has been involved in the Janet AWS Cloud pilot as a means to quickly migrate
a number of our services onto AWS. Currently | have delegated to two people, the authority to provision
AWS resources. This artificial limit was imposed, due to our need to instantiate many machines and keep
abreast of the number of resources we have used and are using during the early phase of adoption of
AWS.

Now we have our foot in the door, | want to enable Mimas service leaders and service technicians to
access portions of the AWS console without my direct involvement. | want managers to allow service
technicians to bring up and tear down instances at need, to alter the AWS firewall layer to their resources
and perhaps to obtain their own APl and SMTP credentials for monitoring and mail fransport etc.

| can set up various users in the Arcus Portal hitps://janet.arcusglobal.com/ but really this is a billing layer
above the technical aspects of day to day AWS access, and | should be able to provide more fine grained
access to AWS if | use AWS’s access control mechanisms.

Here are some early notes on where we are in this process using V1.0 of the instructions provided by Chris
Franks chris.franks@ncl.ac.uk available here: https://community.ja.net/blogs/amazon-web-services-aws/
document/guide-shibbolising-aws. This exercise was to create a SAML provider for login to AWS using
Mimas’s Shibboleth Identity Provider (IdP). The rest of this document should not be read without reference
to Chris” instructions.

Mimas has an IdP to help its staff, contractors and other associates authenticate to services (primarily also
run at Mimas) which are protected by Shibboleth. This is a fairly straightforward set-up using OpenlLDAP (for
static-ish attributes) and MySQlL (for on-the-fly transient attributes) as data sources. The basic configuration
of OpenlLDAR MySQL and the IdP can be found elsewhere with some additional notes below.

After reading Chris” instructions | decided to create the relevant attributes in the |dP first, and test them on
a known Service Provider (SP). Mimas runs an IdP and SP on the same host for just such an eventuality. This
SP is not registered in UK Federation allowing us to tweak it without having to wait for Metadata refreshes
(a trick I would heartily recommend for the community). Thus | started (Phase 1) with points 5, 6 and 7, with
7 adapted to the already existing AttributeFilterPolicy for our local SR Once happy that the attributes
were able to be obtained and sent correctly. | completed the configuration with Phase 2.

Phase 1is tested and is working. Phase 2 required a liftle debugging, which | have described at the end of
this document.

2 Phase 1, Release attributes o known test SP

2.1 Step 5, Add an awsRoleSessionName Qftribute

Add an awsRoleSessionName aftribute into the IdP’s configuration file attribute-resolver.xml
Note the id of the DataConnector for LDAR in our case this is "MimasLDAP" from <resolver:DataConnector

id="MimasLDAP" xsi:type="LDAPDirectory" ... >,d childnode of <resolver:AttributeResolver ... >
e Add the following child to @<resolver:AttributeResolver ... >
<!-- Fow AWS session we’ll use uid -->

<resolver:AttributeDefinition id="awsRoleSessionName"
xsi:type="ad:Simple"
sourceAttributeID="uid">
<resolver:Dependency ref="MimasLDAP"/>
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="https://aws.amazon.com/SAML/Attributes/RoleSessionName"
friendlyName="RoleSessionName" />
</resolver:AttributeDefinition>
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We use uid instead of the mail example, as in our case uid is unigue and mail is not in our LDAP (we use the
unigue overlay in our LDAP configuration to force this uniqueness). Folk may choose any unique attribute
which makes sense.

2.2 Step 6, Add an awsRoles attribute

Add an awsRoles attribute configuration also to the IdP’s configuration file attribute-resolver.xml.
| did this directly after the awsRoleSessionName AttributeDefinition Created in step 5. (Again note the id
of the DataConnector for LDAP as in step 5).

<resolver:AttributeDefinition id="awsRoles" xsi:type="ad:Mapped" sourceAttributeID="member(0f">
<resolver:Dependency ref="MimasLDAP"/>
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="https://aws.amazon.com/SAML/Attributes/Role"
friendlyName="Role" />
<ad:ValueMap>
<ad:ReturnValue>arn:aws:iam: :NNNN:saml-provider/MimasIdP,arn:aws:iam: :NNNN:role/$1</ad:
ReturnValue>
<ad:SourceValue>cn=AWS ([~,]*),.*</ad:SourceValue>
</ad:ValueMap>
</resolver:AttributeDefinition>

where NNNN is my AWS account number.

See hitp://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.himl#arn-syntax-iam for
the ARN attribute format for the AWS Identity and Access Management (IAM) service.

Additional Notes. We use the attribute member0f to provide this attribute. For this we needed to create an
ou=groups branch in our Ldap Directory. | expect that most organisations will have this setup already. We
needed to create various groups €.g. cn=AWS admin,ou=groups,dc=mimas,dc=ac,dc=uk

Chris used the example AWS_Admin, and created under (I think) an AWS_Groups organisational unit. For
CN=AWS_Admin,AWS_Groups,Web,Example,Org|reOCiCN=AWS_Admin,ou=AWS_Groups,dc=web,dc=example,dc=org
Thus | created new groups starting with my AWS admin group and populated it (I used a space instead of
an underscore; just a personal preference):

dn: ou=groups,dc=mimas,dc=ac,dc=uk
objectclass: organizationalunit
ou: groups

dn: cn=AWS admin,ou=groups,dc=mimas,dc=ac,dc=uk
objectclass: groupofnames

cn: AWS admin

member: cn=Mike Jones,ou=people,dc=mimas,dc=ac,dc=uk
member: cn=Ann Other,ou=people,dc=mimas,dc=ac,dc=uk

# etc. etc.

OpenlLDAP does not publish the attribute member0f by default. In order for the Shibboleth attribute resolver
to see this, two things need to be configured:

1. The member overlay needs to be active. | followed the instructions here:
hitp://www.schenkels.nl/2013/03/how-to-setup-openldap-with-memberof-overlay-ubuntu- 12-04/

2. The Idap query must explicitly request memberOf attribute. Therefore the <resolver:DataConnector>
must have the child node <ReturnAttributes> and this must contain the string member0f and as A
conseguence all of the other attributes used by shibboleth (I think) e.g.
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<resolver:DataConnector id="MimasLDAP" ... >
<FilterTemplate>...</FilterTemplate>
<ReturnAttributes>uid cn mail memberOf
eduPersonAffiliation eduPersionEntitlement</ReturnAttributes>
</resolver:DataConnector>

| also changed the saml-provider name specifically to Mimas’s IdR

2.3 Step 7, Release the Amazon Attributes to (in this case my own Shib-
boleth SP)
| revisited this step later when | had ascertained that attributes were flowing correctly. On the first pass |

added the two extra <afp:AttributeRule> nodes to the local SP’s <afp:AttributeFilterPolicy> (child of
<afp:AttributeFilterPolicyGroup>) thus:

<afp:AttributeFilterPolicy id="release3attributesMimasIdPSP">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString"
value="https://idp.mimas.ac.uk/shibboleth" />

<afp:AttributeRule attributeID="eduPersonScopedAffiliation">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributeID="eduPersonTargetedID">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributelID="eduPersonTargetedID.old">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributeID="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<!-- Put the AWS attributes here for Mimas SP -->

<afp:AttributeRule attributeID="awsRoles">
<afp:PermitValueRule xsi:type="basic:ANY"/>

</afp:AttributeRule>

<afp:AttributeRule attributeID="awsRoleSessionName">
<afp:PermitValueRule xsi:type="basic:ANY"/>

</afp:AttributeRule>

<afp:AttributeFilterPolicy>

2.4 Finalisation of Phase 1

| restarted the |dP service to load the new configuration.
In my SP | needed fo add two new <Attribute> node aftribute mappings in the attribute-map.xml file
under the roof <Attributes> node.

<Attribute name="https://aws.amazon.com/SAML/Attributes/RoleSessionName"
id="RoleSessionName">
<AttributeDecoder xsi:type="StringAttributeDecoder"
caseSensitive="false"/>
</Attribute>
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<Attribute name="https://aws.amazon.com/SAML/Attributes/Role"
id="Role">
<AttributeDecoder xsi:type="StringAttributeDecoder"
caseSensitive="false"/>
</Attribute>

| restarted shibd.
Logging in and visiting https://idp.mimas.ac.uk/Shibboleth.sso/Session | saw:

R "\
<3 e {5 https:/idp.mimas.ac.uk/Shibboleth.sso/Session T A g® L fEa % =
Miscellaneous

Session Expiration (barring inactivity): 479 minute(s)

Client Address:

SS0 Protocol: urn:oasis:names:tc:SAML:2.0:protocol

Identity Provider: https://idp.mimas.ac.uk/idp/shibboleth

Authentication Time: 2014-09-09T10:23:30.7092Z

Authentication Context Class: urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
Authentication Context Decl: (none)

Attributes
Role: arn:aws:iam::—:sarnl—provider/MimasIdP,arn:aws:iam::-role/user;arn:aws:iam:":saml
RoleSessionName: mjones
affiliation: member@mimas.ac.uk;staff@mimas.ac.uk;employee@mimas.ac.uk
eppn: mjones@mimas.ac.uk

persistent-id: https://idp.mimas.ac.uk/idp/shibboleth!https://idp.mimas.ac. uk/shibboleth!_

[4] 11 ] [»]
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3 Phase 2, Release atftributes 1o AWS
3.1 Step 1, Add the AWS relying party

Add a new <rp:RelyingParty> node child of <rp:RelyingPartyGroup>) O relying-party.xml in the IdP con-
figuration (affer the <DefaultRelyingParty> child).

(I'was confused for a time by the term "under" in Chris” instructions, so | reworded it above, as you can see).
Various attributes are set to their default value so the following sufficed for our configuration:

<!-- RP Config for AWS -->
<rp:RelyingParty id="urn:amazon:webservices"
provider="https://idp.mimas.ac.uk/idp/shibboleth"
defaultSigningCredentialRef="IdPCredential">
<rp:ProfileConfiguration xsi:type="saml:SAML2SSOProfile"
signResponses="never"
signAssertions="always"
encryptAssertions="never"
maximumSPSessionLifetime="PT1H" />
</rp:RelyingParty>

3.2 Step 2, Add AWS Metadata provider to the relying-party.xml

| followed the instructions changing the backingFile path.

3.3 Step 3, Ensure the Unsolicited Login Handler is setup in handler.xml

Look for
/ph:ProfileHandlerGroup/ph:ProfileHandler [ph:RequestPath="/SAML2/Unsolicited/SS0"]

In my set-up this is already defined and active.

3.4 Step 4, Ensure the Unsolicited Login Handler is defined

Ensure the corresponding entry for the Unsolicited Login Handler is defined in internal .xml.

(again “underneath” was a little ambiguous, I've tried to make a bit more explicit; below)

Make sure the <bean> Nnode with id="shibboleth.UnsolicitedSSODecoder" e€Xists in AN <entry> node under
the <util:map id="shibboleth.MessageDecoders"> node. Make sure it has a sibling <key> node which has
the <value> node with text urn:mace:shibboleth:2.0:profiles:AuthnRequest.

In other words (and forgive my amateur xpath query), this element needs to exist:

/beans/util :map[@id="shibboleth.MessageDecoders"]/entry

[key/value="urn:mace:shibboleth:2.0:profiles:AuthnRequest" and
bean/@id="shibboleth.UnsolicitedSSODecoder"]

3.5 Step 5, Add an awsRoleSessionName attribute

Add an awsRoleSessionName aftribute into the IdP’s configuration file attribute-resolver.xml.
Nothing needs changing from the configuration in Phase 1 above.
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3.6 Step 6, Add an awsRoles attribute

Add an awsRoles attribute configuration also to the |dP’s configuration file attribute-resolver.xml.
Nothing needs changing from the configuration in Phase 1 above.

3.7 Step 7, Release the Amazon Aftributes to (in this case AWS)

Add the a new child node <afp:AttributeFilter> tO <AttributeFilterPolicyGroup>.

<!-- Put the AWS attributes here for AWS -->
<afp:AttributeFilterPolicy id="release2attributesAWS">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString"
value="urn:amazon:webservices" />
<afp:AttributeRule attributeID="awsRoles">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>
<afp:AttributeRule attributeID="awsRoleSessionName'">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>
</afp:AttributeFilterPolicy>

NB if you have an id attribute in the AttributeFilterPolicy, do not replicate it by accident. This will cause
the IdP to overwrite the previously defined AttributeFilterPolicy with the same id.
At this point the IdP needs to be restarted.

3.8 Steps 8,92 and 10

Steps 8, 9 and 10 were followed more or less as per Chris’ instructions.

In Step 6, in my <ad:ReturnValue> | had specified saml-provider/MimasIdP. Therefore in step 8 | specified the
provider name as “MimasldP”.

Steps 8 and 9 merged intfo one step as the AWS console suggested defining the roles immediately. | defined
“manager”, “admin” and “user”, setting up initial policies appropriately to access EC2 (I guessed them)
this turned out to be a mistake, see below.

Step 10. This initially failed for me as | hadn’t replaced AWSAccountID (NNNN in the notes above) in all places in
step 6. The error message was fairly obvious, lIRC it said that something like the Amazon Account Number
was not valid. | checked on my local SP and indeed | had changed one occurrence but not both in the
attribute definition. After changing this | now am able to authenficate.

I | Apps x/ @ Amazon Web Services ¢ x
& https://signin.aws.amazon.com/sam| Jol @ g =3 A4 =
- | - o
amazon
webservices™

Selecta Role:

arn:aws:iam —mlslusar
arn:aws:iam -mlslmanager
arn:aws:iam - rolefadmin

Sign In

Temms of Use Privacy Policy ® 1995-2014, Amazon Web Services, Inc. or its affiliates
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but in assuming a role | receive “"Not authorized to perform sts:AssumeRoleWithSAML. Please fry again.”

B i Apps %/ @ Amazon Web Services © x |

< e {& https//signin.aws amazon.com/saml| vol & o I3 i34 % =

amazon
webservices™

Mot authorized to perform sts:AssumeRole WithSAML. Please try again.

Selecta Role:

arn:aws:iam -mleﬂusar
arn:aws:iam -mlsﬂmanager

arn:aws:iam _ rolefadmin

| Sign In ‘

Terms of Use Privacy Policy ® 1995-2014, Amazon Web Services. Inc. or its affiliates

... See below for the solution to this ...

3.9 The SAML message

If | examine the POSTed SAML message to AWS | see the following (I've sanitized prettified it):

<?xml version="1.0" encoding="UTF-8"7>
<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://signin.aws.amazon.com/saml"
ID="_7bflca4c75a128ee636c4b3371137791"
Issuelnstant="2014-09-09T15:21:58.548Z"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
https://idp.mimas.ac.uk/idp/shibboleth
</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.o0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_dc9d8ecOeald77a23a489ea20e8£7839">
<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-exc-cl4n#"
PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>AOu07ZH0a7V2m1cPOAxXFrOA6CkQ=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue /> <!-- removed my hand -->
<ds:KeyInfo>

<ds:X509Data>
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<ds:X509Certificate>
MIIDJzCCAg+gAwIBAgIUEXVE+BsgxiwDLoOHU9bL+UpPdVEWDQYJKoZIhvcNAQEFBQAwGjEYMBYG
A1UEAxMPaWRwLm1pbWFzLmF jLnVrMB4XDTEwWMTAwNDE3MDcz0F oXDTMwMTAwWNDE3MDcz0FowGjEY
MBYGA1UEAxMPaWRwLm1pbWFzLmF jLnVrMIIBI jANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEA
4w7U5gd6/ifZvuOvwrdrK9zY08D0uxfZDkOAoXnfL6w311oHIQaM1lezLKs9RxVgHk++2vzFUn5Y7
0Bj7v0EOtaevjsKUVrnJZGpj7pwRtRZinpVUj1T/a8sQUhjDjnaglRceLYthPG8BTd5wh1WGL10+
aQHDQbwdPcRQEM1+6TZG8sxTZIukWqtdTCzVM1+EYfdc1CqDKUFMXm3Uz150zUje53BviWIaX2Thm
UyqiDPHPGCfknwtcsKYcc3ztyokCamTH7USFuxJMkT1zrieXJVHGTRjZuDHQhN6ulvr7/5Zt1v90
ngZxptFc5ICUe8YqlelBgpWfeekXwLgP2A0zVQIDAQABo2UwYzBCBgNVHREEOZzAS5ggOpZHAubW1t
YXMuYWMudWuGJmhOdHBz0i8vaWRwLmlpbWFzLmF jLnVrL21kcC9zaGliYm9sZXRoMBOGA1UdDgQW
BBRoLGk6jr37RIvGJI9mNu2cx/xIRDANBgkqhkiGOwOBAQUFAAOCAQEAXxv3qV8i0hLx/UCzgEerr
DsOmrMQi2ZZYQQAAfrZmMSAryZu2yBc87 IbkubdbKps89fA47KYG+Fro/ixdx1DTrkod2Gwz28MM
Ra3WTp3Kx0q7NMCSrsk70EEwyeYo30zwlEvmm4LRh3i0MpMNo9Sunl1U9Xf jkUO2RBp6YWrNL3ulOW
rdskey+qbXzhnQNGnLgpsL1MDI/tmrWxsyxc jnEyG4F7FSkuf vrpFwCGZKEH+4xIDCEGFTXBWBy7
Ex/MJ71tPBe0Owej+omCGkJxJcAbzaBsM+5AMfRhXAFKoBmWmKAGSKEZDAT j 7HX£N/kBwjyOPy0t8
kPDXrvqGmveft0zUvg==
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID="_dc9d8ecOeald77a23a489e¢a20e8£7839"
IssueInstant="2014-09-09T15:21:58.548Z"
Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
https://idp.mimas.ac.uk/idp/shibboleth
</saml2:Issuer>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient"
NameQualifier="https://idp.mimas.ac.uk/idp/shibboleth"
SPNameQualifier="urn:amazon:webservices">
_d5af4d9bf13857£0118bfeabcelbfc49
</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="NNN.NNN.NNN.NNN"
NotOnOrAfter="2014-09-09T15:26:58.548Z"
Recipient="https://signin.aws.amazon.com/saml" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2014-09-09T15:21:58.548Z"
NotOnOrAfter="2014-09-09T15:26:58.548Z2">
<saml2:AudienceRestriction>
<saml2:Audience>
urn:amazon:webservices
</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2014-09-09T15:21:58.459Z"
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SessionIndex="_454f8e98e056537400ae9e¢62069c4b2f"
SessionNotOnOrAfter="2014-09-09T16:21:58.546Z">
<saml2:SubjectLocality Address="NNN.NNN.NNN.NNN"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="Role"
Name="https://aws.amazon.com/SAML/Attributes/Role"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
xsi:type="xs:string">
arn:aws:iam: :MMMMMMMMMMMM: saml-provider/MimasIdP,arn:aws:iam: : MMMMMMMMMMMM: role/user
</saml2:AttributeValue>
<saml2:AttributeValue xzmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="xs:string">
arn:aws:iam: : MMMMMMMMMMMM: saml-provider/MimasIdP,arn:aws:iam: : MMMMMMMMMMMM : role/manager
</saml2:AttributeValue>
<saml2:AttributeValue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="xs:string">
arn:aws:iam: : MMMMMMMMMMMM: saml-provider/MimasIdP,arn:aws:iam: :MMMMMMMMMMMM: role/admin
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="RoleSessionName"
Name="https://aws.amazon.com/SAML/Attributes/RoleSessionName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.o0rg/2001/XMLSchema-instance"
xsi:type="xs:string">
myuid
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</saml2p:Response>
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4  Fixing the stsAssumeRole Error

It tfurns out that during the creation of roles it is necessary to allow SAML assertions explicit access to the
AssumeRole operation. This can be done at the time of the role’s creation or afterwards.

4.1  Amending an existing Trust Policy tfo allow SAML based authorisation

In the IAM section of the console, affer selecting a role, the frust policy which may look like mine:

{
"Version": "2012-10-17",
"Statement": [
{
"siq":. "",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
o
"Action": "sts:AssumeRole"
}
]
}

should be edited to look something more like this:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam: :NNNNNNNNNNNN:saml-provider/MimasIdP"
¥o
"Action": "sts:AssumeRoleWithSAML",
"Condition": {
"StringEquals": {
"SAML:aud": "https://signin.aws.amazon.com/saml"

In the IAM AWS console under Roles you should see any roles that have been defined for your AWS account,
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m AWS SAML Notes - Mim  x Janet - Prices x/ IAM Management Cons %
@ L e & https://console.aws.amazon.comyiz Q 5y ! e % =
Services ~
Dashboard Role Role Actions ~ = -] ]
4
Details Q Showing 4 results
Groups
(] Role Hame % Creation Time %
Users
Roles ] admin 2014-09-08 15:49 UTC+0100
Identity Providers D manager 2014-09-08 15:48 UTC+0100
Password Policy [ testing 2014-09-16 10:11 UTC+0100
Credential Report O] user 2014-08-08 15:50 UTC+0100
© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use Feeq

Clicking on a role reveals more information and perhaps (hopefully) the possibility to edit the role

m AWS SAML Notes - Mim  x Janet - Prices x/ IAM Management Cons %

@ = e & https://console.aws.amazon.comyi: ma @ 7 ! e =

¢
C ol
n

N Services ~

Dashboard Role = manager Back to Roles[=]
Y« Summary
Role ARN arn awsiam NHNNNNNHNHNNTOle/manager
Groups Instance Profile arn:aws:iam: NNHNNNNNHNNN instance-profile/manager
Users ARN(s)
Path i/
Roles . N
Creation Time 2014-08-08 1548 UTC+0100

Identity Providers

Password Policy
- Permissions
Credential Report

This view shows all policies that apply to this role

Role Policies

Policy Name Actions

AdministratorAccess-manager-201409081548 Show Manage Policy | Remove Policy

Attach Role Policy

= Trust Relationships

‘You can view the trusted entities that can assume the role and the access conditions for the role. Show
policy document

Edit Trust Relationship

Trusted Entities Conditions

The following trusted entities can assume this role.  The following conditions define how and when
trusted entities can assume the role

Trusted Entities There are no conditions associated with this role.
The service ec2 amazonaws.com I~
© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use Feeq

Here we are interested in the Trust Relationships section. Click on the "Show Policy Document" link:
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Services ~

I AWS SAML Notes - Mim

<@ - @ & https://console.aws.amazon.comyiar

{

"Version":
"Statement': [

"sidv: v,

"Effect": "aAllow",

"Principal": {
"Service":

I

"Action":

Janet - Prices x

'2012-10-17",

"ec2.amazonaws.com"

"sts:AssumeRole"

IAM Management Cons % ‘\

C ol
n

Cancel

To change this, return to the Roles tab, click the role and then click on the Edit Trust Relationship button.

‘You can customize trust relationships by editing the following access control policy document

Policy Document

ement": [

L
"Action”: "
}
1
}

sts:AssumeRole”

mAWS SAML Notes - Mim  x Janet - Prices x [ IAM Management Cons % ‘\

<@ - e & https://console.aws.amazon.comyiar vest-1#rolesima @ T2 | @ b T3 % =
T} Services ~
Edit Trust Edit Trust Relationship
Relationshif

Cancel Update Trust Policy

Replace the incorrect JSON policy
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mAWS SAML Notes - Mim x| |& Janet - Prices x/ IAM Management Cons %
sima @ 77 B wh h ] A =

<@ - e & https:/console.aws.amazon.com/izrm

[ T] Services

[v]

Edit Trust Edit Trust Relationship

Relatio

1ship
‘You can customize trust relationships by editing the following access control policy document

Policy Document
i

Version": "2012-10-17",
“Statement”: [

{

“Effect”: "Allow",

"Principal”: {

“Federated": "arn:aws iam NNNHNNNNNHNKN SAMI-provider/MimasidP"
L

"Action”: "sts AssumeRoleWithSAML",

“Condition": {

StringEquals”: { —
"SAML:aud": "https/signin_aws amazon com/saml”
}

}

w (4]

Cancel date Trust Poli L

Save (then also reload the page) and you should see a different set of trusted entities at the bottom of the
page.

I AWs SAML Notes - Mim % ' |a Janet - Prices x IAM Management Cons X

@« o @ https//console aws amazen.com/iamt

Dashboard Role -~ manager Back to Roles|[=)
- summary
Details
Role ARN ArN:awWs: iam: NNNNNNKNNNNN:TOle/manager
Groups Instance Profile ARN(s) am:aws:iam tance-p g
Users Path ’
Roles Creation Time 2014-09-08 15:48 UTC+0100

\dermty Providers
Password POHCy « Permissions
Credential Report This view shows all policies that apply ta this role

Role Policies

Policy Name Actions

AdministratorAccess-manager-201409081548 Show Manage Policy | Remove Palicy

~ Trust Relationships

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit Trust Relarionship

Trusted Enti

s Conditions

The following trusted entities can assume this role The following conditions define how and when trusted
entities can assume the role

Trusted Entities il

arm‘aws iam I Condition  Key Value

StringEquals  SAML:aud  https:#/signin.aws.amazon.cor|_|

©2008 - 2014, Amazon Web Services, Inc. oris affiliates, All rights reserved.  Privacy Policy  Temms of Use Feedback
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4.2 Using the AWS console to create an appropriate SAML Trust Policy at
role creation.

We'll create a role called "overseer", by entering "overseer" in the text enfry box and clicking "Next step".
This role is to allow management safe viewing of our activity (I hope).

1 AWS SAML Notes - Mim % | |2 Janet - Prices %/ IAM Management Cons: x

@ 5 e https:/iconsole aws.amazon.comyiam/home?region=eu-west-1#roles Qyy a g % =

[T] Services «

Create Role Set Role Name
Specify a role name. You cannot edit the role name after the role is created
Step 1 : Set Role Name
Role Mame:  overseer

Maximum 64 characters. Use alphanumeric and 4=, &-_" character

Cancel Next Step

We see a set of different entities/roles (the entities” principals if you prefer.). This is where | went wrong. |
thought that | should select one or more of these as the roles for an incoming SAML user to assume. What
AWS mean here is "select the roles which may assume the role defined above'. Initially, | selected Amazon
EC2; | wished to grant the rights for my coworkers to instantiate to EC2 VMs using the newly created role. If
you did this then follow instructions here: 4.1 to rectify this.

For incoming Shibboleth authentications o use this role we need to select the Role for "Identity Provider
Access' menu

I AWs SAML Notes - Mim % ' |a Janet - Prices x/ 50 1AaM Management Cons: X

LR o] https:/iconsole aws.amazon.comyiam/home?region=eu-west-1#roles

Qty & of 13 ol & =

N Sservices ~

Create Role Select Role Type

® AWS Service Roles
Step 1: Set Role Name

IO}

Step 2 : Select Role Type > Amazon EC2
Select
Allows EC2 instances to call AWS senvices on your behalf

> AutoScaling Notification Access

Select
Allows AWS AutoScaling to publish to SNS and SQS notification targets in your account —

3 AWS CloudHSM

Select
Allows AWS CloudHSM to create a network interface on your behalf

3 AWS Data Pipeline

Select
Allows Data Pipeline to call AWS Services on your behalf

> Amazon EC2 Role for Data Pipeline

4]

Role for Cross-Account Access

Role for Identity Provider Access

cancel | Previous

Next, grant the rights for our Shibboleth users to assume this role by selecting "Grant Web Single Sign-On
(WebSSO) Access to SAML Providers'".
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1 AWS SAML Notes - Mim % Janet - Prices %/ 7 IAM Management Cons: x

@ & @ B8 htipsy/console.aws.amazon.comjiam]

W@ Services ~

Role Type

Create Role

AWS Service Roles
Step 1: Set Role Name
Role for Cross-Account Access

Step 2  Select Role Type
® Role for Identity Provider Access

Grant access to web identity providers
Select
Allow users with Amazon, Amazon Cognito, Facebook, or Google identities to access this AWS account
Grant Web Single Sign-On (Weh$S0) access to SAML providers
Select
Allows a SAML provider to access this AWS account using the AWS Management Cansole
Select

Grant APl access to SAML providers
Allows a SAML provider to access this AWS account via the CLI or AP|

Cancel Previous

You now have the option to apply conditions. | didn’t apply conditions at this point (Not sure what the
conditional frust and scope would look like yet. We're just setting how we trust the Shibboleth IdP for this
role here, not the access rights. Perhaps e.g. the IdP is not trustable outside the hours of 0900-1700).

I AWS SAML Notes - Mim % Janet - Prices %/ 1AM Management Cons: X
& o @ & htipsyjconsole.aws.amazon.comjiamjhor

sewest-1#roles

W@ Services ~

Create Role Select the SAML provider to trust. Federated users from the selected provider can access resources from your AWS
account using the AWS Management Console. For WebSS0, the audience attribute (SAML-aud) is automatically set to
https JIsignin.aws.amazon com/saml
Step 1- Sat Role Name
SAML provider | MimasldP v
Step 2: Select Role Type
Step 3 : Establish Trust Attribute - SAML aud

Value  hitps:/signin.aws. amazon com/saml

Add Conditions (Optional)

Cancel Previous Next Step

AWS shows you the trust policy you have created, which is nice.
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Next you can set the permissions from a template, via a wizard (Policy Generator), or by hand.
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Y

B AwS SAML Notes - Mim x ' ja Janet - Prices %/ 7 1AM Management Cons X

L =

N#  Services ~

Create R

Step 1: Set Role
Hame

Step 2: Select Role
Type

Step 3 . Establish
Trust

n=eu-west-1#r

Verify Trust

Qe & o 22 .,

You can customize permissions by editing the following policy document. For more information about

the access policy language, see the Using IAM guide

Trust Policy Document

{
"2012-10-17",
nt': [
"Allow",
"sts: AssumeRoleWithSAML",
pal": {
"Federated": "arn:aws:iam: :unnunnunnnnnnnn; saml-provider/MimasIdP”
e {
"StringEquals": {
"SAML:aud": "https://signin.aws,ama: m/saml"
}
}
1
]
1

Cancel Previous m

| chose the AWS CloudTrail Read only for this role.

I AWS SAML Notes - Mim x | |a Janet - Prices x IAM Management Cons: x

Y] Services ~

Create Role

Step 1 Set Role
Mame

Step 2: Select Role
Type

Step 3: Establish
Trust

Step 4 : Set
Permissions

https://conscle.aws.amazon.com/iarm)/

Set Permissions

Select a policy template, generate a policy, or create a custom policy. A policy is a document that
formally states one or more permissions. You can edit the policy on the following screen, orat a
later time using the user, group, or role detail pages

® Select Policy Template

Select
Provides full access to the Amazon CloudSearch configuration service.
> CloudSearch Read Only Access

Select
Provides read only access to the Amazon CloudSearch configuration service.
> AWS CloudTrail Full Access

Select
Provides full access to AWS CloudTrail.
> AWS CloudTrail Read Only Access

Select
Provides read only access to AWS CloudTrail.
> CloudWatch Full Access

Select

Pravides full access to CloudWatch

A Claudilateh Dand Anhi A cence

Policy Generator
Custom Policy
No Permissions

Cancel Previous

[v]

4]

<11

We get to see this policy, which is nice too.
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B AwS SAML Notes - Mim x ' ja Janet - Prices %/ 1AM Management Cons: %

L = Q 5

£p
-
™
G
&
[}

Create Role Set Permissions

Step 1 Set Rol You can customize permissions by editing the following policy document. For more information about
=tep 1o set Role the access policy language, see Overview of Paolicies in Using IAM. To test the effects of your policies

Hame before committing them into production, you can use the 1AM Policy Simulator
Step 2: Select Role Policy Name

Type :

v AwWSCloudTrailReadonlyAccess-overseer-201409161228

Step 3: Establish Policy Document

Trust

Step 4 - Set rsion": "Z2012-10-17",

Permissions "Statement™: [

"Allow",

istAallMyBuckets"

"Resource': "*"

Cancel Previous m

We get to review a summary before applying it.

B 2wS SAML Notes - Mim  x ' |2 Janet - Prices x/ IAM Management Cons X

Qe

Create Role

Review the following role information. To edit the role, click an edit link, or click Create
Step 1: Set Role

Role to finish.
Hame
Role Name  overseer Edit Role Name
Step 2: Select Role )
Role ARN  arn:aws iam: NNNHNHNNNNNNCTole/overseer

Type

Step 3 Estanlish Trusted Entities  The service
2t ArN:aws am : NNNNNNNNNNNKSam]-

Trust provider/Mimas|dP
Step 4 Set Permissions AWS CloudTrail Read Only Access Edit Permissions
Permissions

Step 5 : Review

Cancel Previous

On completion, we are presented with the role overview/edit page. The role is now active and if your IdP
asserts a SAML assertion which contains this role the user may assume this role when logging in and for the
duration of the session (for up o 1 hour at a time).
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[ AWS SAML Notes - Minn % ' |& Janet - Prices x/ 1AM Management Cons %

¢ e

https://console aws.amazon.com/iarm/home

Dashboard Role - overseer Back to Roles[=

4~ Summary
Details
Role ARN arn:aws iam: NNINNRNNKNNTOle/overseer
Groups Instance Profile ARN(s)
Users Path ’
Roles Creation Time 2014-08-16 12:39 UTC+0100

Identity Providers

Password Policy + Permissions

Credential Report This view shows all palicies that apply to this role

Role Policies

Policy Name Actions L

AWSCloudTrailReadOnlyAccess-overseer-201409161238 Show Manage Policy | Remove Policy

Attach Role Policy

~ Trust Relationships

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit Trust Refationship
Trusted Entities Conditions

The following trusted entities can assume this role. The following conditions define how and when trusted
entities can assume the role
Trusted Entities

am:aws iam I-provi i Key Value

StringEquals  SAML:aud  httpsu/signin.aws.amazon.cor_|

©2008 - 2014, Amazan Web Semvices, Inc. oris affiliates. All iights reserved.  Privacy Palicy  Terms of Use Feedback
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