Published on Jisc community (https://community-stg.jisc.ac.uk)

Home > Network and technology service docs > eduroam > Advisories

Advisories

Click on item and scroll down to the selected content at the bottom of the page.
Advisory: Android 11 configuration issues, geteduroam, server certificates

Advisory: Implications of MAC address randomisation on eduroam(UK) members (Nov 2020)
1]

Advisory: CA Certificate Validation in Android Devices (Nov 2020) (2

Advisory: EAP server certificate considerations (July 2020) (3

Advisory: EAP-PWD Vulnerability (April 2019) 14

Advisory: Using Status Server [s)

Advisory: Injection of Operator-Name at the NRPSs (g

Advisory: Use of MD5 Certificates Deprecated in Favour of SHA-1 for RADIUS servers 7

Advisory: Windows Mobile 8 and Certificate Verification

TLS 1.2 and updated RADIUS requirements 9

Deploying Govroam alongside eduroam o

eduroam Visitor Access Administrator Manual - Configuration and Management (11

eduroam Visitor Access Portal User Manual - Creating Guest Accounts [12]

eduroam Visitor Access User Manual - Creating Guest Accounts for Groups and SMS Events
[13]

eduroam Visitor Access Guide - UKAMF IdP Configuration Requirements [14]

Walled Garden for Onboarding User Devices to eduroam (15

Using eduroam Support site; Connecting to the NRPS; User on-boarding — CAT 16]

Introducing the eduroam Support Server 2 - Networkshop45 Presentation - April 2017 7

Guidance document - eduroam and Safeguarding [1s]

Guidance document - Cost of Implementing eduroam (19

eduroam(UK) Technical Specification Summary of Recommendations Checklist (20



https://community-stg.jisc.ac.uk
https://community-stg.jisc.ac.uk/
https://community-stg.jisc.ac.uk/library/janet-services-documentation
https://community-stg.jisc.ac.uk/library/janet-services-documentation/eduroam
https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-11-advisory-implications-mac-address-randomisation
https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-11-advisory-ca-certificate-validation-android
https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-07-advisory-eap-server-certificate-considerations
https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-eap-pwd-vulnerability
https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-use-status-server-jul-2015
https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-injection-operator-name-attribute-nrpss-oct
https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-use-least-sha-1-radius-server-certificates-apr
https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-windows-mobile-8-and-certificate-verification
https://community.jisc.ac.uk/groups/eduroam/article/tls-12-and-updated-radius-requirements
https://community.jisc.ac.uk/groups/eduroam/document/deploying-govroam-alongside-eduroam
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-administrator-manual-conifiguration-and-management
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-portal-user-manual-creating-guest-accounts
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-user-manual-creating-guest-accounts-groups-and-sms
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-guide-ukamf-idp-configuration-requirements-0
https://community.jisc.ac.uk/groups/eduroam/document/walled-garden-onboarding-user-devices-eduroam
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-support-server-and-eduroam-cat
https://community.jisc.ac.uk/groups/eduroam/document/introducing-eduroam-support-server-2-nws45
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-and-safeguarding
https://community.jisc.ac.uk/groups/eduroam/document/guidance-document-cost-implementing-eduroam
https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-summary-recommendations-checklist

eduroam(UK) Technical Specification Summary of Requirements Checklist 21

eduroam(UK) Technical Specification [22)

NHS and eduroam/shared use of wireless/govroam 23

ORPS in Azure - alternatives to the use of ICMP 24

Sending Operator Name with Cisco ISE 2.0 25

eduroam in Public Buildings and Spaces in City Centres (2]

FreeRADIUS Packet Handling - examining the flow 27

FreeRADIUS Best Current Practice Configuration for eduroam zg

Performance tweaks for RADIUS and backend authentication systems (29

eduroam(UK) Microsoft NPS Configuration Guide 3o

eduroam(UK) Service Provider Assurance Tool User Guide 31

eduroam(UK) Service Provider Assurance Tool Phase?2 Field Trial Feedback (32

Improving the Reliability of NPS as an Authenticator in eduroam s

NWS41 eduroam Forum presentations - TKIP, CUI, NAPTR, QoS Probe (34

NWS40 FreeRADIUS Demystified seminar presentation [ss

Geant Funding available [zg

Janet Lumen House eduroam Service Information [37]

UK eduroam Usage Feb 2013 g

EAP-pwd Moving Towards a Deployable Standard 39

Site Finder and Service Information Directory (o

eduroam(UK) Technical Specification 1.3 (archived) - superseded by 1.4 1

eduroam User Troubleshooting Flowchart for IT Support Staff 42

eduroam Administrators Troubleshooting Flowchart (43

NAPTR Record Creation Using Microsoft Windows 2008 R2 DNS Server 44

eduroam Best Practice Pointers 5]

FreeRADIUS 2 eduroam Deployment at University of Sussex s

Source URL: https://community-stg.jisc.ac.uk/library/network-and-technology-service-docs/advisories

Links


https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v14-summary-requirements-checklist
http://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v14
https://community.jisc.ac.uk/groups/nhs-he-forum-connectivity-project/article/nhs-and-eduroamshared-use-wirelessgovroam
https://community.jisc.ac.uk/groups/eduroam/article/azure-radius-servers-icmp-and-eduroam-uk
https://community.jisc.ac.uk/groups/eduroam/document/operator-name-cisco-ise-2
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-public-buildings-and-spaces-city-centres
https://community.jisc.ac.uk/groups/eduroam/document/freeradius-packet-handling-examining-flow
https://community.jisc.ac.uk/groups/eduroam/document/freeradius-best-current-practice-configuration-eduroam
https://community.jisc.ac.uk/groups/eduroam/article/performance-tweaks-radius-and-backend-authentication-systems
https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-microsoft-nps-configuration-guide
https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-service-provider-assurance-tool-user-guide
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-qos-monitoring-probe-phase-2-field-trial-feedback
https://community.jisc.ac.uk/groups/eduroam/article/improving-reliability-microsoft-nps-authentication-provider-eduroam
http://community.jisc.ac.uk/groups/eduroam/document/nws41-eduroam-forum-presentations-introduction
https://community.jisc.ac.uk/groups/eduroam/document/nws-40-freeradius-demystified
http://community.jisc.ac.uk/groups/eduroam/document/geant-funding
http://community.jisc.ac.uk/groups/eduroam/document/janet-lumen-house-eduroam-service-information
http://community.jisc.ac.uk/groups/eduroam/document/uk-eduroam-usage-feb-2013
http://community.jisc.ac.uk/groups/eduroam/document/eap-pwd-moving-towards-deployable-standard
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-uk-site-finder-and-service-information-directory
http://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v13
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-user-troubleshooting-flowchart-it-support-staff
http://community.jisc.ac.uk/groups/eduroam/document/eduroam-administrators-troubleshooting-flowchart
http://community.jisc.ac.uk/groups/eduroam/document/naptr-record-creation-using-microsoft-windows-2008-r2-dns-server
https://community.jisc.ac.uk/groups/eduroam/document/eduroam-best-practice
http://community.jisc.ac.uk/groups/eduroam/document/freeradius-2-eduroam-deployment-univ-sussex

[1] https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-11-advisory-
implications-mac-address-randomisation

[2] https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-11-advisory-ca-
certificate-validation-android

[3] https://community.jisc.ac.uk/library/network-and-technology-service-docs/2020-07-advisory-eap-server-
certificate-considerations

[4] https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-eap-pwd-
vulnerability

[5] https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-use-status-server-
jul-2015

[6] https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-injection-operator-
name-attribute-nrpss-oct

[7] https://lcommunity.jisc.ac.uk/library/network-and-technology-service-docs/advisory-use-least-sha-1-
radius-server-certificates-apr

[8] https://community.jisc.ac.uk/library/network-and-technology-service-docs/advisory-windows-mobile-8-
and-certificate-verification

[9] https://community.jisc.ac.uk/groups/eduroam/article/tls-12-and-updated-radius-requirements

[10] https://community.jisc.ac.uk/groups/eduroam/document/deploying-govroam-alongside-eduroam

[11] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-administrator-nanual-
conifiguration-and-management

[12] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-portal-user-manual-
creating-guest-accounts

[13] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-user-manual-creating-
guest-accounts-groups-and-sms

[14] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-visitor-access-guide-ukamf-idp-
configuration-requirements-0

[15] https://community.jisc.ac.uk/groups/eduroam/document/walled-garden-onboarding-user-devices-
eduroam

[16] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-support-server-and-eduroam-cat
[17] https://community.jisc.ac.uk/groups/eduroam/document/introducing-eduroam-support-server-2-nws45
[18] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-and-safeguarding

[19] https://community.jisc.ac.uk/groups/eduroam/document/guidance-document-cost-implementing-
eduroam

[20] https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-summary-
recommendations-checklist

[21] https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v14-
summary-requirements-checklist

[22] http://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v14

[23] https://community.jisc.ac.uk/groups/nhs-he-forum-connectivity-project/article/nhs-and-eduroamshared-
use-wirelessgovroam

[24] https://community.jisc.ac.uk/groups/eduroam/article/azure-radius-servers-icmp-and-eduroam-uk

[25] https://community.jisc.ac.uk/groups/eduroam/document/operator-name-cisco-ise-2

[26] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-public-buildings-and-spaces-city-
centres

[27] https://community.jisc.ac.uk/groups/eduroam/document/freeradius-packet-handling-examining-flow
[28] https://community.jisc.ac.uk/groups/eduroam/document/freeradius-best-current-practice-configuration-
eduroam

[29] https://community.jisc.ac.uk/groups/eduroam/article/performance-tweaks-radius-and-backend-
authentication-systems

[30] https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-microsoft-nps-configuration-guide
[31] https://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-service-provider-assurance-tool-
user-guide

[32] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-gqos-monitoring-probe-phase-2{ield-
trial-feedback

[33] https://lcommunity.jisc.ac.uk/groups/eduroam/article/improving-reliability-microsoft-nps-authentication-
provider-eduroam



[34] http://community.jisc.ac.uk/groups/eduroam/document/nws41-eduroam-forum-presentations-
introduction

[35] https://community.jisc.ac.uk/groups/eduroam/document/nws-40-freeradius-demystified

[36] http://community.jisc.ac.uk/groups/eduroam/document/geant-funding

[37] http://community.jisc.ac.uk/groups/eduroam/document/janet-lumen-house-eduroam-service-
information

[38] http://community.jisc.ac.uk/groups/eduroam/document/uk-eduroam-usage-feb-2013

[39] http://community.jisc.ac.uk/groups/eduroam/document/eap-pwd-moving-towards-deployable-standard
[40] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-uk-site-finder-and-service-
information-directory

[41] http://community.jisc.ac.uk/groups/eduroam/document/eduroamuk-technical-specification-v13

[42] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-user-troubleshooting-flowchart-it-
support-staff

[43] http://community.jisc.ac.uk/groups/eduroam/document/eduroam-administrators-troubleshooting-
flowchart

[44] http://community.jisc.ac.uk/groups/eduroam/document/naptr-record-creation-using-microsoft-windows-
2008-r2-dns-server

[45] https://community.jisc.ac.uk/groups/eduroam/document/eduroam-best-practice

[46] http://community.jisc.ac.uk/groups/eduroam/document/freeradius-2-eduroam-deployment-univ-sussex



